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R)*+,)-. En 2004, Das, Saxena & Gulati propusieron un nuevo 

cuyo principal propósito fue evitar el ataque de robo de identidad. 

Desde ese momento, se han propuesto varios esquemas con la 

intención de mejorar la seguridad de esquemas previos. Sood et 

al., propusieron un nuevo esquema y claman que es más seguro 

que el esquema propuesto por Liou, Lin & Wang. Sin embargo, un 

estudio de criptoanálisis ha demostrado que su esquema continúa 

siendo vulnerable a los siguientes ataques: encontrar la clave 

secreta, suplantación de identidad, y robo de información de la base 

de datos, haciendo al esquema inseguro para su uso en servicios 

electrónicos. En este artículo se propone un nuevo esquema que 

resuelve las fallas de seguridad encontradas en el esquema de 

Sood y cumple con todas las características de seguridad que un 

esquema de autenticación de usuario remoto de ofrecer.

Palabras clave: Criptoanálisis, autenticación mutua, seguridad 

en redes, tarjetas inteligentes.

Abstract: In 2004, Das, Saxena & Gulati introduced a new scheme 

called dynamic ID-based with the purpose of avoiding identity 

theft attack. Since then, many schemes have been proposed with 

the intention to improve security in different ways. Then, Sood et 

al. proposed a new scheme and claimed that it is more secure 

than Liou, Lin & Wang’s scheme. However, cryptanalysis study 

demonstrates that it is still vulnerable to guessing secret key attack, 

impersonation attack and steal information from a database attack, 

making it unsecure for electronic services. This paper proposes 

al.’s scheme and achieves all the security goals which a secure 

remote user authentication scheme should provide.

Keywords: cryptanalysis, mutual authentication, network security, 

smart cards.

Resumo: Em 2004, Das, Saxena & Gulati propôs um novo 

cujo objetivo principal era evitar ataque roubo de identidade. 

Desde então, vários esquemas foram propostos com a intenção 

de melhorar a segurança dos regimes anteriores. Sood et al., 

esquema proposto por Liou, Lin & Wang No entanto, um estudo 

da criptoanálise mostrou que o esquema continua vulnerável aos 

seguintes ataques : encontrar a chave secreta, phishing, e roubo 

de informações do banco de dados, tornando o sistema inseguro 

para uso em serviços electrónicos. Este artigo descreve um novo 

esquema que resolve as falhas de segurança encontradas no 
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esquema proposto Sood e cumpre todos os recursos de segurança 

que um esquema de autenticação para oferecer usuário remoto.

Palavras-chave: criptoanálise, autenticação mútua, segurança 

de rede, cartões inteligentes.

Introduction

ID8

schemes have been designed and proposed (Chen, Hsiang & Shih, 
, et al. , et 

al. , et al.

Martinez-Peláez, et al. , et al.

Yeh, et al.

& Wang (2006, 200), Sood, Sarje & Singh (2010, 19) proposed a new 

which an ideal authentication scheme should achieve. Moreover, 
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the paper.

1. Review of Sood-Sarje-Singh’s scheme

Table 1. Notations

Nomenclature Meaning Nomenclature Meaning

U h( )

ID SK
US

PW E
SK

{ }

SC D
SK

{ }

S Å Exclusive-OR operation

x, z || String concatenation operation

N
U  Secure channel

N
S

Common channel

tuvwxy z. Authentication phase of Sood et al.’s 

scheme (Sood, Sarje & Singh, 2010, 20)
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1.1 Registration phase

as follows:

U  S: ID, PW

S: A = h(x||N
S
)

S: B = h(ID||PW)  PW  A

S: C = A  h(PW)

S: D = h(ID||PW)  h(x)

S: STORE N
S
  x and ID  h(x) corresponding to A INTO 

Database

S  U: SC containing B, C, D, h(.)

1.2 Login phase

U  SC: ID, PW

SC: A* = h(ID||PW)  PW  B

SC: C* = A*  h(PW)

SC: IF C*

SC: h(x)* = h(ID||PW)  D

SC: GENERATE T
U

SC: CID = A  h(h(x)*||T
U
)

SC: M = h(h(x)*||A||T
U
)

SC  S: CID, M, T
U

1.3 Authentication phase

as follows:
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S: A* = CID  h(h(x)||T
U
)

S: IF A == A*

 FIND A

 RETRIEVE N
S
 = N

S
  x

 RETRIEVE ID = ID  h(x)

 ENDIF

S: M* = h(h(x)||A||T
U
)

S: IF M*

S: GENERATE T
S

S: V = h(A||h(x)||T
U
||T

S
)

S  SC: V, T
S

SC: IF (T’ – T
S
) > 

SC: V* = h(A||h(x)||T||T
S
)

SC: IF V*

U: SK = h(ID||A||h(x)||T||T
S
)

S: SK = h(ID||A||h(x)||T||T
S
)

1.4 Password change phase

In this phase, the user and the server perform the update password 
process as follows:

U  SC: ID, PW, PW
new

SC: A* = h(ID||PW)  PW  B

SC: C* = A*  h(PW)

B
new
 = h(ID||PW

new
)  PW

new
  A

C
new
 = A  h(PW

new
)

D
new
 = h(ID||PW

new
)  h(x)

SC: UPDATE B, C and D by B
new
, C

new
 and D

new

2. Weaknesses of Sood et al.’s Scheme

Sood, Sarje & Singh (2010, 19), demonstrating that it is still vulnerable to 
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2.1 Guessing secret key attack

a malicious user can extract the secret information stored in its smart 
card (B, C and D) and computes:

Attacker: h(x)* = h(ID||PW)  D

*

h(z h(x
et al.’s 

2.2 Impersonation attack

If the eavesdropper has recorded one of the user’s previous login 
CID, M, T h(x

Attacker: A* = CID  h(h(x)||T)

Attacker: CID
adversary

 = A*  h(h(x)||T
adversary

)

Attacker: M
adversary

 = h(h(x)||A||T
adversary

)

Attacker  S: CID, M, T
adversary

server and the eavesdropper perform the authentication process. 

& Singh (2010, 19).

2.3 Steal information from a database attack

table where sensitive information (N
S
  x and ID  h(x)) is stored. If the 

x*, it can recover N
S
 from N

S
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Ù x and ID from ID  h(x et al.’s scheme is vulnerable to 

3. Proposed Scheme

Figure 2. Authentication phase of the proposal scheme

to the server, but at the same the user not need to reveal its ID
initial assumptions are:

3.1 Registration phase

ID and 
PW, and then hashes the ID and PW to create a message digest. 
Next, the user sends the message digest to the server over a secure 
channel. Upon receiving the message digest from the user, the server 

N
S
, A, B, C, h(.)) into 

process is as follows:
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U  S: h(ID||PW)

2. S: GENERATE N
S

3. S: A = h(h(ID||PW)||x||N
S
) 

S
)  

h(ID||PW)

4. S: B = h(h(ID||PW)||x||N
S
) 

S
)  

S
)

5. 
S
))

6. S  U: SC containing N
S
, A, B, C, h(.)

ID and PW because it sends 
a message digest instead of a clear text.

3.2 Login phase

Whenever a user wants to get access to the server, it inserts the 
ID and 

PW ID and PW

N
S
, CID) which does not contains its 

ID or PW

process is as follows:

U  SC: ID, PW

SC: h(h(ID||PW)||x||N
S
)* 

S
)* = A  h(ID|| 

PW)

S
)* = h(h(ID||PW)||x||N

S
)*  h(h(ID|| 

S
)*  B

SC: C*

S
)*)

SC: IF C*

SC: GENERATE N
U

SC: CID: N
U
 

S
)

U  S: N
S
, CID

ID

ID.

3.3 Authentication phase

information from CID N
S1

) and uses it to 
F, G). Next, it computes the session 
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E
SK

{N
U
, N

S1
, 

G})). In the step 8, the server sends a challenge message (F, H) to the 
user over an open channel.

sensitive information from F
H to recover: 1) the nonce generated (N

U
) during the login 

G

N
S1

B and N
S
 

B
new

 and N
S1

, and computes the challenge-response message. In the 
step 17, the smart card sends the challenge-response message to sever 

S: N
U

*: CID 
S
)

2. S: E = h(N
S
||N

U

*)

3. S: GENERATE N

4. S: F = E  h(N
S
||N

U
||N ) 

S
)

5. )

6. S: SK = h(h(N
S
||N

U
||N ))

7. 
SK
{(N

U
  N ), G}

8. S 

9. SC: E* = h(N
S
||N

U
)

SC: h(N
S
||N

U
||N )* = E*  F 

S
)

SC: SK = h(h(N
S
||N

U
||N )*)

SC: (N
U
  N )*, G* = D

SK

SC: IF N
U

*

U

SC: B
new
 = h(h(ID||PW)||x||N

S
) 

S
)  G

SC: UPDATE B and N
S
 by B

new
 and N

SC: I = E
SK
{N }

U  S: I

S: N * = D
SK
{I}

S: IF N *

S  U: Done

Mutual authentication is done

Note: In this case, the server does not maintain a database. Moreover, 
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3.4 Password Change phase

for a new one (PW
new

U  SC: ID, PW, PW
new

2. SC: h(h(ID||PW)||x||N
S
)* 

S
)* = A  

h(ID|| PW)

3. 
S
)* = h(h(ID||PW)||x||N

S
)*  

S
)*  B

4. SC: C*

S
)*)

5. SC: IF C*

6. SC: A
new
 = h(h(ID||PW)||x||N

S
) 

S
)  

h(ID|| PW
new
)

7. SC: UPDATE A by A
new

4. Security Evaluation

in Sood, Sarje & Singh (2010, 19). Moreover, we explain that the 

et 

al.’s scheme.

4.1 Security analysis

secure than Sood et al.’s scheme.

4.1.1 Guessing secret key attack. In this scenario, a malicious user 
can extract the secret information stored in its smart card (N

S
, A, B, C) 

Attacker: h(h(ID||PW)||x||N
S
)* 

S
)* = 

A  h(ID||PW)

2. 
S
)* = h(h(ID||PW)||x||N

S
)*  

S
)*  B

A and B, it 
cannot recover x and z A, B, C, 
and D x and z at 
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DEFGHI JKLMNOLPQLOR MNO NSTN VSWKO QX x and z are concatenated and 

of x and z

4.1.2 Impersonation attack. In this scenario, an eavesdropper has one 
N

S
, CID). However, the 

CID which can be 

4.1.3 Replay attack. In this scenario, an eavesdropper has one of the 
N

S
, CID) and sends it to the 

the server sends a challenge message (F, H) to the eavesdropper and 
N

S
, 

CID) and (I) it cannot retrieve the nonce (N
S1

response message (I
the mutual authentication will fail. In this scheme, the server generates 

4.1.4 Steal information from a database attack. In this scheme, the 

secure remote user authentication scheme should achieve the following 

for wrong password login.

 -

 - ID 
and PW during the registration phase and password change phase.

 - Without reveal password: the user does not share its ID and PW with 
the server during the registration phase or password change phase. 

ID and PW and it does 
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 -
ID and PW before it computes 

 -

 -

 -

the smart card of the user, it cannot recover the user’s password 

smart card.
 -

 -

message does not contain personal information which can be used 

the communication with the server.
 -

user’s ID and PW are wrong, the smart card does not compute the 

4.3 Security comparison

et 

al.’s scheme.

Table 2. Security comparison between the present proposal and Sood et al.’s scheme

Security goal Sood et al. New scheme

No Yes

Yes Yes

Without password reveal No Yes

Password dependent Yes Yes

Mutual authentication Yes Yes

Yes Yes

No Yes

No Yes

Yes Yes

Yes Yes
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the registration phase, because the user sends a message digest instead 
of a message with the ID and password in clear text. Furthermore, the 

5. Conclusion
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