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Resumen: En 2004, Das, Saxena & Gulati propusieron un nuevo
esquema de autenticacion basado en un identificador dinamico
cuyo principal propésito fue evitar el ataque de robo de identidad.
Desde ese momento, se han propuesto varios esquemas con la
intencion de mejorar la seguridad de esquemas previos. Sood et
al., propusieron un nuevo esquema y claman que es mas seguro
que el esquema propuesto por Liou, Lin & Wang. Sin embargo, un
estudio de criptoanalisis ha demostrado que su esquema contintia
siendo vulnerable a los siguientes ataques: encontrar la clave
secreta, suplantacion de identidad, y robo de informacion de la base
de datos, haciendo al esquema inseguro para su USo en Servicios
electronicos. En este articulo se propone un nuevo esquema que
resuelve las fallas de seguridad encontradas en el esquema de
Sood y cumple con todas las caracteristicas de seguridad que un
esquema de autenticacién de usuario remoto de ofrecer.

Palabras clave: Criptoanalisis, autenticacion mutua, seguridad
en redes, tarjetas inteligentes.

Abstract: In 2004, Das, Saxena & Gulati introduced a new scheme
called dynamic ID-based with the purpose of avoiding identity
theft attack. Since then, many schemes have been proposed with
the intention to improve security in different ways. Then, Sood et
al. proposed a new scheme and claimed that it is more secure
than Liou, Lin & Wang’s scheme. However, cryptanalysis study
demonstrates that it is still vulnerable to guessing secret key attack,
impersonation attack and steal information from a database attack,
making it unsecure for electronic services. This paper proposes
a new scheme that resolves the security flaws found in Sood et
al.’s scheme and achieves all the security goals which a secure
remote user authentication scheme should provide.

Keywords: cryptanalysis, mutual authentication, network security,
Smart cards.

Resumo: Em 2004, Das, Saxena & Gulati propés um novo
esquema de autenticagcao baseado em um identificador dinédmico
cujo objetivo principal era evitar ataque roubo de identidade.
Desde entéo, varios esquemas foram propostos com a inten¢ao
de melhorar a seguranga dos regimes anteriores. Sood et al.,
propds um novo regime e afirmam que é mais seguro do que o
esquema proposto por Liou, Lin & Wang No entanto, um estudo
da criptoanalise mostrou que o esquema continua vulneravel aos
seguintes ataques : encontrar a chave secreta, phishing, e roubo
de informagbes do banco de dados, tornando o sistema inseguro
para uso em servigos electronicos. Este artigo descreve um novo
esquema que resolve as falhas de seguranga encontradas no
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esquema proposto Sood e cumpre todos os recursos de seguranga
que um esquema de autenticacdo para oferecer usuario remoto.

Palavras-chave: criptoanalise, autenticagdo mutua, seguranga
de rede, cartées inteligentes.

Introduction

The number of login request message through the Internet is growing
day by day. One of the problems of this situation is that eavesdroppers
can record the login request message and obtain valuable information
about the users’ activities. Therefore, more number of login request
message which contain a static login ID, can be used to know the users’
behaviour. Under this scenario, it is convenient used a dynamic login
ID® of Das, Saxena & Gulati (2004, 629).

Since then, many dynamic ID-based remote user authentication
schemes have been designed and proposed (Chen, Hsiang & Shih,
2011; Chung, et al., 2009; Khan, Kim & Alghathbar, 2011; Lee, et
al., 2008; Liao, Lee & Hwang, 2005; Martinez-Pelaez, et al. 2011;
Martinez-Pelaez, et al., 2013; Wang, et al., 2009; Wen & Li, 2012;
Yeh, et al., 2010; Yoon & Yoo, 2006), throughout the years, to provide
stronger security. However, cryptanalysis study of each new scheme
reveals security flaws, providing new knowledge. In this way, Sood,
Sarje & Singh (2010, 17) carried out cryptanalysis study of the scheme
proposed by Liou, Lin & Wang (2006, 200) and they discovered security
weaknesses. In order to resolve the security flaws found in Liou, Lin
& Wang (2006, 200), Sood, Sarje & Singh (2010, 19) proposed a new
scheme, however, cryptanalysis study of this scheme found that it
is still vulnerable to the following attacks: 1) guessing secret key; 2)
impersonation; and 3) steal information from a database.

In this paper, a new dynamic ID-based remote user authentication
scheme is proposed. Its design takes in consideration the security
goals, proposed by Li (2011) and Madhusudhan & Mittal (2012, 1237),
which an ideal authentication scheme should achieve. Moreover,
cryptographic operations executed by smart cards and servers are one-
way hash function and symmetric encryption/decryption due to its low
computational cost. Cryptanalysis study demonstrates that it is more
secure than the scheme proposed by Sood, Sarje & Singh (2010, 19).

8 The concept of dynamic login ID was introduced in 2004 by Sood, Sarje and Singh and its
main purpose is keeping the ID of each user anonymous, by means of, the creation of one-time
login request message.
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The structure of the paper is as follows. In section 1 a brief review of
the scheme proposed by Sood, Sarje & Singh (2010, 19) is explained.
Section 2 presents a cryptanalysis study of this scheme. In section
3 a new dynamic ID-based remote user authentication scheme is
proposed. Section 4 demonstrates that the new scheme overcomes the
security weaknesses found in the scheme. Finally section 5 concludes
the paper.

VENTARIA

1. Review of Sood-Sarje-Singh’s scheme

This section briefly reviews the scheme proposed by Sood, Sarje &
Singh (2010, 19). The notations used in this paper are summarized
in Table 1. Figure 1 shows the authentication process — step by step.

Table 1. Notations

Nomenclature Meaning Nomenclature Meaning
U The user h() One-way hash function
ID The identity of U SK The session key between U and S
PW The password of U Eyl} Symmetric encryption function using SK
SC The smart card of U Dy} Symmetric decryption function using SK
S The server A Exclusive-OR operation
X, Z The secret keys of S I String concatenation operation
N, Nonce generated by U~ = Secure channel
s Nonce generated by S~ > Common channel
2 smart cera

Login(ID, PW)

C'= A" @ h(PW)
IF C'# CTHEN Abort

hix)'= h(ID || PW) @D
GENERATE Ty

CID =A @hthix) || Ty)
M= hthix) |1 &[] Ty)

Login(CID, M, Ty)

A'= h(ID || PW)@PW @B

Response(V, Ts)

IF (T" —Ty) > AT THEN Abort
A'= D@ hih(x) || Tv)
IF A== A" THEN
FIND A
RETRIEVE Ns= Ns@x
RETRIEVE ID= ID@ h(x)
ENDIF
™M =hthix) 1| All Ty)
1IF M’ M THEN Abort
GENERATE Ts
V=hia 1l hix) |1 Ty || Ts)

V'=hiall htx)II T Ts)

IFV' Vv THEN Abort
Response( )

SK=h(IDIl Al h(x)IIT | Ts)

IF(T" —Ts) > AT THEN Abort

Figure 1. Authentication phase of Sood et al.’s
scheme (Sood, Sarje & Singh, 2010, 20)
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1.1 Registration phase

In this phase, the user and the server carry out the registration process
as follows:

U = S: ID, PW

S: A = h(x|IN)

S: B = h(ID||PW) @ PW @ A
S: C = A @ h(PW)

S: D = h(ID||PW) @ h(x)
S:

STORE N, @ x and ID @ h(x) corresponding to A INTO
Database

S = U: SC containing B, C, D, h(")

1.2 Login phase

In this phase, the user’s smart card computes the login request message
by means of the following process:

U = sC: ID, PW

SC: A" = h(ID||PW) @ PW @ B
SC: C" = A" @ h(PW)

SC: IF C" # C THEN Abort
SC: h(x)" = h(ID||PW) & D
SC: GENERATE T,

SC: CID = A @ h(h(x)"|IT))
SC: M = h(h(x) | |A]IT,)

SC = s: CID, M, T,

1.3 Authentication phase

In this phase, the server and the user verify the identity of each other
as follows:
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S: IF (T" - T) > AT THEN Abort
S: A*:CID@h(h(X)HTU)

S: IF A == A" THEN

FIND A

RETRIEVE N, = N, @ x
RETRIEVE ID = ID @ h(x)
ENDIF

S: M = h(h(x)]|[A]IT))

S: IF M" # M THEN Abort

S: GENERATE T,

S: V.= h(Allh(x)[IT,IIT,)

S > sC: v, T,

SC: IF (T’ - T,) > AT THEN Abort
SC: V' = h(Allh(x) [ITIIT,)

SC: IF V' # V THEN Abort

U: SK = h(ID||A]|lh(x)[ITIIT,)

S: SK = h(ID||A]llh(x)IITIIT,)

1.4 Password change phase

In this phase, the user and the server perform the update password
process as follows:

U = sC: ID, PW, PW__

SC: A" = h(ID||PW) ®@ PW @ B
C"= A" ® h(PW)

SC: IF C° # C THEN Abort

B_ = h(ID||PW_) ® PW_ @ A
C_ =A®h(PW_)
D_ = h(ID||PW_) @ h(x)

SC: UPDATE B, C and D by B_, C_ and D_

W ew

2. Weaknesses of Sood ef al.’s Scheme

This section presents a cryptanalysis study of the scheme proposed by
Sood, Sarje & Singh (2010, 19), demonstrating that it is still vulnerable to
impersonation attack, guessing secret key attack and steal information
from a database attack.
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2.1 Guessing secret key attack

This attack is based on the studies presented in Kocher, Jaffe & Jun
(1999, 2) and Messerges, Dabbish & Sloan (2002, 543). In this scenario,
a malicious user can extract the secret information stored in its smart
card (B, C and D) and computes:

Attacker: h(x)" = h(ID||PW) @& D
Attacker: WHILE h(z) !'= h(x)”~

z =z + 1

h(z)

In this case, the security of the entire scheme is based on the security
of the one-way hash function because an attacker can find a collision
h(z) == h(x). If the scheme is based on SHA-1, the attacker can find a
collision within 261 operations (Stevens, 2013, 4). Thus, Sood et al.’s
scheme cannot resist the guessing secret key attack.

2.2 Impersonation attack

If the eavesdropper has recorded one of the user’s previous login
request message (CID, M, T) and knows h(x), the attacker can perform
the impersonation attack as follows:

Attacker: A" = CID @ h(h(x)||T)
Attacker: CID =A"® hthx)|IT

adversary

Attacker: M = h(h(x)||A]|T

adversary

Attacker - S: CID, M, T

)

adversary

)

adversary

adversary

Upon receiving the login request message from the adversary, the
server and the eavesdropper perform the authentication process.
In this case, the server will accept the login request message
from the attacker because the security parameters are correct.
Although the session key computed by the server is unknown by
the eavesdropper, the attack reveals a weakness by Sood, Sarje
& Singh (2010, 19).

2.3 Steal information from a database attack

Sood, Sarje & Singh (2010, 19) the server maintains a verification
table where sensitive information (N, @ x and /D @ h(x)) is stored. If the
adversary can obtain the database and x/, it can recover NS from NS
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® x and ID from ID @ h(x). Thus, Sood et al.’s scheme is vulnerable to
steal information from a database attack.

3. Proposed Scheme

This section describes the process for a new dynamic ID-based remote
user authentication scheme, a scheme that is based on one-way hash
function and symmetric cryptography (Figure 2).

Smart Card Server

™ Llogin(ID,PW)

2:h(h(ID [1PW) 11 x 1| Ns) @h(h(ID || PW) |1 211 Ns)' = AD(ID || PW)

Schthtc 112)[1x 1] 2 || Ns) = h(h(1D || PW) [ 1 || N)' @hth(1D [| PW) [12 11 N:) @B
4:C= hihthlx |1 2) 11 x 11211 Ng))

5:1FC # CTHEN Abort

6: GENERATE N,
7:CID: Ny @hihix 1 2) 11 x 11 2|1 Ns)

Login{CID, Ns)

1:Ny: CD@hihix [ 2) 11 x11 211 Ng)
2:E=h(N; || Ny)

3: GENERATE Ny,

4:F= EO(N: || Ny | N Dhlhlx |12) 11 x11 211 8g)
S:G=hihix || 2) |1 x 1 2|| Ns)
6:5K=hh(Ng | | Ny || Nsg))

Challenge-request(F, ) 7:H= BNy @Nsd. 6)

9:E =hiN; || Ny
10:hiNg || Ny || Ns) = € ©F ©hthix |1 2) |1 x 11211 %)
12:5K= h(h(Ns || Ny 1] Ns))

12:(Ny@Ns,)', 6 = DyylH)

13:1FNy #NyTHEN Abort

14:Ba = (h(ID || PW) || x |1 Ng) @h(h(ID |1 PW) 1211 M) @G
15: UPDATE B and Ny by Bew 2nd Nz

16:1= ExdMsy)

Challenge-responssl)

18:Nyy = Dgl)
R D 19:1F Ngg' # Ny, THEN Abort
Response{ ) esponse( Done)

Figure 2. Authentication phase of the proposal scheme

The scheme allows the user to establish a session key and get access
to the server, but at the same the user not need to reveal its ID. The
initial assumptions are:

1) The bit length of the secret keys and nonce is 256,
2) The one-way function used is SHA-2, and
3) The one-way function is public.

3.1 Registration phase

When the user wants to be part of the system, it chooses an /D and
PW, and then hashes the /D and PW to create a message digest.
Next, the user sends the message digest to the server over a secure
channel. Upon receiving the message digest from the user, the server
computes the security parameters (step 2 to 5) using exclusive-or
operation, string concatenation operation and one-way hash function.
Then, the server stores the security parameters (N, A, B, C, h()) into
the user’s smart card and delivers the smart card to the user. The
process is as follows:
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[

. U= S: h(ID]||PW)

2. S: GENERATE N

3. S: A = h(h(ID|IPW)|Ix|IN,) @ h(h(ID|IPW)]||z]|IN) &
h (ID]| | PW)

4. S: B = h(h(ID||PW)|[|x|IN) @ h(h(ID||PW)||z]||N,) &
hh(xllz) [Ix]lz]INy)

5. §: C = h(h(h(xllz)|Ix[lz|IN))
6. S = U: SC containing N, A, B, C, h()

Note: In this case, the user keeps secret its ID and PW because it sends
a message digest instead of a clear text.

3.2 Login phase

Whenever a user wants to get access to the server, it inserts the
smart card into the smart card reader and keys the correct /D and
PW. Then, the smart card verifies the correctness of /D and PW by
means of the steps 2, 3, 4 and 5. If the verification is positive, the smart
card computes the login request message. As result, the user gets a
unique login request message (N, C/ID) which does not contains its
ID or PW in clear text and it is dynamic. In the step 8, the user sends
the login request message to the server over an open channel. The
process is as follows:

U =» SC: ID, PW

SC: h(h(ID|IPW) | Ix]IN,)" @ h(h(ID||PW)||z|IN)" =A@ h(ID]|
PW)

SC: h(h(x|lz) |Ix|lz|IN)" = h(h(ID|PW) ||x|IN)" @ h(h(ID]|
PW) |1z IN)" ® B

SC: C" = h(h(h(xl|lz)|Ix|lz]IN)")

SC: IF C* # C THEN Abort

SC: GENERATE N

SC: CID: N, @ h(h(x||z)|Ix]||z]IN,)

U = s: N, CID

Note: In this case, the login request message is based on a dynamic login
ID; this means that, the user sends a different login request message
to the server every time, keeping secret its ID.

3.3 Authentication phase

Upon receiving the login request message, the server retrieves sensitive
information from CID. Then, it generates a nonce (N,) and uses it to
compute new security parameters (F, G). Next, it computes the session
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key using a nonce and information received from the user. Then, the
server encrypts sensitive information using the session key (E {N,, N,
G})). In the step 8, the server sends a challenge message (F, H) to the

user over an open channel.

After the user receives the challenge message, its smart card retrieves
sensitive information from F and computes the session key. Then, the smart
card decrypts H to recover: 1) the nonce generated (N,) during the login
phase (step 6); 2) new security parameter (G); and 3) the nonce generated
by the server (N,,). In the step 13, the smart card verifies the legitimacy
of the server. If the verification is positive, it updates the value of B and N
by B, and Ng,, and computes the challenge-response message. In the

step 17, the smart card sends the challenge-response message to sever
over an open channel. Finally, the server verifies the legitimacy of the user.

The process is as follows:

1. S: NJ: CID @ h(h(x|lz)|Ix|lz]INy)

2. S: E = h(N]IN)

3. S: GENERATE N

4. S: F=E ® h(N|IN|IN,) @ h(h(x||z)|Ix||z]IN,)
5. S: G =nh(h(xllz)lIxllzlIN,)

6. S: SK = h(h(N,|IN,]IN,))

7. S: H=E_{(N, ®N_), G}

8. S = U: F, H

9. SC: E" = h(N/|IN)

10. SC: h(N_| N[N )" = E @® F @ h(h(x|lz)]|Ix|lz]IN)
11. SC: SK = h(h(N_| N, |[N_)")

12. sC: (N, ® N)*, G' = D_({H}
13. sC: IF NU* * N, THEN Abort
14. SC: B, = h(h(ID||PW)||x|IN) @ h(h(ID||PW)||z||N) ® G

15. SC: UPDATE B and N, by B and N_,
16. sC: I = E_{N_}

17. U =>» S: I

18. S: N.* = D_{I}

19. S: IF N_° # N, THEN Abort

20. S = U: Done

Mutual authentication is done

Note: In this case, the server does not maintain a database. Moreover,
the schemes do not require time synchronization because it uses nonce.
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3.4 Password Change phase

This phase is invoked whenever the user requires changing the password
for a new one (PW_ ). The process is as follows:

1. U =» sC: ID, PW, PW_

2. SC: h(h(ID||PW) ||x|IN,)" @ h(h(ID||PW)||z|IN)" = A &
h(ID|| PW)

3. 8C: h(h(xllz)IlIxllzlIN)" = h(h(ID||PW)|Ix|IN)" @
h(h(ID|| PW)|]z|IN) @ B

4. SC: C" = h(h(h(xl|lz)lIxllzl| N)7)

5. SC: IF C" # C THEN Abort

6. SC: A = h(h(ID|[PW) | |x|IN) @ h(h(ID||PW)]||z]|IN,) &

new

h(ID|| PW_)
7. SC: UPDATE A by A__

W

4. Security Evaluation

This section describes a cryptography study of the scheme proposed
in this paper, demonstrating that it overcomes the security flaws found
in Sood, Sarje & Singh (2010, 19). Moreover, we explain that the
proposed scheme achieves all the security goals desired in a secure
remote user authentication scheme. Finally, the section presents a
security comparison between the proposed scheme and Sood et
al.’s scheme.

4.1 Security analysis

The proposed scheme can resist very well-known attacks making it more
secure than Sood et al.’s scheme.

4.1.1 Guessing secret key attack. In this scenario, a malicious user

can extract the secret information stored in its smart card (N, A, B, C)

by means of Kocher, Jaffe & Jun (1999, 2) and Messerges, et al., (2002,

543) techniques and computes:

1. Attacker: h(h(ID||PW)||x||N)" @ h(h(ID||PW)||z||N,)" =
A @ h(ID]||PW)

2. Attacker: h(h(x||z)|Ix||z]| \NS)* = h(h(ID||PW) | |x] INS)* @
h(h(ID||PW)||z||N)" @ B

Although the attacker can recover security information from A and B, it
cannot recover x and z by means of any combination among A, B, C,
and D. Moreover, the adversary needs to guess the value of x and z at
the same time because both values are concatenated and hashed by
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SHA-2. Furthermore, the hash value of x and z are concatenated and
hashed with different values, making it hard to guess the correct value
of x and z by a malicious user.

4.1.2 Impersonation attack. In this scenario, an eavesdropper has one
of the user’s previous login request message (N, CID). However, the
adversary cannot extract sensitive information from CI/D which can be
used to compute an imitative login request message.

4.1.3 Replay attack. In this scenario, an eavesdropper has one of the
user’s previous login request message (N, CID) and sends it to the
server. Under this circumstance, the attack does not work because
the server sends a challenge message (F, H) to the eavesdropper and
waits the corresponding response. Although, the adversary knows (N,
CID) and (/) it cannot retrieve the nonce (N,) generated by the server
for this specific connection. When, the server receives the challenge-
response message (/) and carries out the verification process (step 19),
the mutual authentication will fail. In this scheme, the server generates
a nonce for each new session making the scheme resistant against
replay attack.

4.1.4 Steal information from a database attack. In this scheme, the
server does not maintain a database, making it secure against this attack.

4.2 Achieving security goals

According to Li (2011, 157) and Madhusudhan & Mittal (2012, 1237) a
secure remote user authentication scheme should achieve the following
security goals: 1) without verification table; 2) users can choose their
password freely; 3) without password reveal; 4) password dependent;
5) mutual authentication; 6) session key agreement; 7) forward secrecy,
8) without time-synchronization; 9) user anonymity; and 10) efficiency
for wrong password login.

The following list demonstrates how the proposed scheme achieves all
the security goals mentioned above:

- Without verification table: the server does not maintain a verification
table; it keeps secret two keys which represents 512 bits of storage.

- Users choose their password freely: the user chooses freely its ID
and PW during the registration phase and password change phase.

- Without reveal password: the user does not share its ID and PW with
the server during the registration phase or password change phase.
Moreover, the server does not know the user’s ID and PW and it does
not store any personal information into a database.
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- Password dependent: the smart card verifies the legitimacy of the
owner by means of the knowledge of /D and PW before it computes
the login request message.

- Mutual authentication: the server and the user verify the legitimacy
of each other by means of the knowledge of secret information
and agreement of the session key.

- Session key agreement: the server and the user compute one-time
session key using information which both entities known.

- Forward secrecy: the password of the user is not stored in clear
text into the smart card or database. Although an attacker obtains
the smart card of the user, it cannot recover the user’s password
by means of any combination of the information stored in the
smart card.

- Without time-synchronization: the server and the user do not use
time-synchronization in any phase.

- User anonymity: the user does not share personal information with
the server in the registration phase. Moreover, the login request
message does not contain personal information which can be used
by an eavesdropper to trace the identity of the user during or after
the communication with the server.

- Efficiency for wrong password login: the smart card verifies the
validity of the user’s ID and password during the login phase. If the
user’s ID and PW are wrong, the smart card does not compute the
login request message or does not change the password.

4.3 Security comparison
Table 2 shows that the proposed scheme is more secure than Sood et
al.’s scheme.

Table 2. Security comparison between the present proposal and Sood et al.’s scheme

Security goal Sood et al. New scheme
Without verification table No Yes
Users choose their password freely Yes Yes
Without password reveal No Yes
Password dependent Yes Yes
Mutual authentication Yes Yes
Session key agreement Yes Yes
Forward secrecy No Yes
No time-synchronization No Yes
User anonymity Yes Yes
Efficiency for wrong password login Yes Yes
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The proposal scheme does not maintains a verification table while the
scheme proposed by Sood, Sarje & Singh (2010, 19) requires a database,
as aresult a malicious user or adversary can obtain sensitive information.
Moreover, the proposed scheme keeps the user’s password secret, during
the registration phase, because the user sends a message digest instead
of a message with the /D and password in clear text. Furthermore, the
scheme of Sood, Sarje & Singh (2010, 19) cannot provide forward secrecy
because a malicious user or attacker can compute the future session keys,
compromising the entire system. Finally, the proposed scheme.

5. Conclusion

A very important feature of the proposal scheme is that none login
request message contains the user’s ID or password, making it
secure against identity theft attack. In addition, the security analysis
demonstrates that the scheme resists guessing secret key attack,
impersonation attack, steal information from a database attack, and
replay attack, and it achieves one by one the security goals proposed
by Li and Madhusudhan & Mittal.
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